




# Open Source

# Compatible with Cloud Provider
AWS, Azure, GCP, OVH, Digital Ocean, …

# Compatible with Proxies Services
Zyte, Rayobyte, IPRoyal, Proxyrack, …

# Compatible with Hardware Providers
Proxidize

# Auto-Rotate proxies to change the IP 
address

# Auto-Scaling proxies to optimize costs

# On-the-fly request and response 
rewriting

# Stickies sessions with Browser support

# Distributed architecture

And many cool features to come!
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I will block you.
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and I’m not interested in the Extract Summit.

My goal is to retrieve thousands prices from many airlines.

[geo]

My internet provider is AWS 
and I love to randomize my User-Agent.”

I’m accessing to data with a deep link at 2am,
[time]

[ip_type]

[behavior]

using a Python library within my Docker.
[os][browser]
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The Browser Stack

IP ADDRESS

PROTOCOL

BROWSER

BEHAVIOR
GET OUT!My stack is so cool!



IP Address Layer

thyme.apnic.net

ipinfo.io

maxmind.com

ip2location.com

ipstack.com
github.com/nitefood/asn

ipregistry.co

ipgeolocation.io



  TCP/IP headers

  TLS protocol

  HTTP/2 headers

Network Protocol Layer



TCP/IP Headers Windows Linux 2.2 Linux 2.0

Window size

Initial TTL

Max segment size

DF flag (Don’t Fragment)

Window scaling value

sackOK flag

nop flag

Initial Packet Size
from “Security Warrior”, O’Reilly, Cyrus Peikari & Anton Chuvaki



Windows Linux 2.2 Linux 2.0

Window size 8192 32120 512

Initial TTL 128 64 64

Max segment size 1460 1460 1460

DF flag (Don’t Fragment) 1 1 0

Window scaling value 0 0 0

sackOK flag 0 1 0

nop flag 0 1 0

Initial Packet Size 44 60 44
from “Security Warrior”, O’Reilly, Cyrus Peikari & Anton Chuvaki

TCP/IP Headers
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TLS version Cipher list of Extensions

769, 47, 65281–0–11–35–5–16
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ClientHello

ServerHello

Key Exchange

=
JA3 Fingerprint

TLS version Cipher list of Extensions

769, 47, 65281–0–11–35–5–16

ClientHello

TLS / Handshake Protocol



HTTP/2 Headers



HTTP Layer



I’m a chrome 
browser…
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HTTP Headers

function getHeadersListFingerprint(request) {
    return [...Object.keys(request.headers)].join(',');
}
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Behavior Layer

SEARCH QUERY? OR DEEP-LINK?

Full Content? Only HTML?

OR



Behavior Layer Interval between webpages



Behavior Layer

Delay between mouse clicks

Interval between webpages



Behavior Layer

Bezier curve

Straight line

from Wikipedia



CAPTCHA!



AI Session Reputation

Browser signals

TCP signals
Behavior signals

Protocol signals

IP signals
TLS signals

HTTP/2 signals

BINARY CLASSIFICATION

REINFORCEMENT LEARNING
+



Fracture

TOO MUCH 
CHALLENGES!
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Collecting millions of clean records is too challenging and too expensive…

False Positives are the key



They focus on the most effective signals.
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False Positives are the key

   IP Address

   HTTP headers

   Javascript

   Behavior
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Anti-bot Architecture
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Browser

Website

Anti-bot

1. Gather information

2. Ask a token

3. Browse with 
    a token 4. Ask token’s

    reputation score

Anti-bot Architecture



Websites evolve fast



Anti-ban Methodology

Code a scraper
Step 1

Requests Delay
Concurrency
User Agent
Referer

Cookies
TLS version
Payload



Use Standard Proxies
Step 2

Datacenter Proxies

Anti-ban Methodology



Start a Headless Browser
Step 3

Puppeteer
Playwright
+ Stealth plugin
+ Ghost cursor

Anti-ban Methodology



Use Advanced Proxies
Step 4

Residential Proxies
IP addresses from home internet users 
which agreed to share their connection.

ISP Proxies
Datacenter proxies which use IP addresses 
of personal Internet providers

Mobile Proxies
IP addresses from 4G/5G USB keys.
You don’t host the hardware.

Hardware Proxies
IP addresses from 4G/5G USB keys.
You host the hardware.

Anti-ban Methodology



Shift to Headful Browser
Step 5

Commercial or Open Source

XFVB display
PyAutoGui

Anti-ban Methodology



Call an Unblocker API
Step 6

Zyte API

Anti-ban Methodology



Solve Captcha with AI
Step 7

CapSolver

CapMonster

Anti-ban Methodology



Generate Antibot Token
Step 8

Discord

Telegram

Anti-ban Methodology



Open Source Tools

Scraping

Reverse Engineering

Proxies

Fingerprint

Automation

estela

Magisk

PyAutoGUI
ghost-cursor

p0f

curl-impersonate

CreepJS

zadaxt.py

OSfooler-NG

Xvfb


