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Solving the most painful site ban problem

The browser designed for welb data extraction

Solving two scaling challenges to faster growth




Solving the most painful site ban problem




Simple

Proxy
Rotator

Scriptable
Browser

Midrange

Residential
IPs

Browser
Farm

Sophisticated

Problem 1

Stay ahead of
complex bans
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Crawling Strategy User behavior pattern

Browser Browser fingerprinting

Geofencing

IP Blocking

Header, TLS, TCP/IP Fingerprinting
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$XX - $XXX

Proxy Scriptable Residential

IPs

Rotator Browser

Simple Midrange

Problem 2

Battle to solve bans
in a lean way for the
‘middle majority’

- $XXXX

Browser
Farm

Sophisticated

Problem 1

Stay ahead of
complex bans
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I. Battling to solve bans and contain costs

Combine multiple Lost time & productivity,
tools, each with Then the site unhappy customers,
their own contract changes, and it unhappy team!
breaks again

Find a config that Loss of data,
works, monitor scrambling to fix

success rates
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Zyte API

Automated
antiban

Proxy Scriptable
Rotator Browser IPs

Residential Browser
Farm

Automatically avoids site . . . So you can use a single,
. . . Per-site pricing - pay only .
bans using minimum . automated tool without
. . for what each site needs
required infrastructure a cost trade-off
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l- Why Zyte API?

Determine whether the website
employs browser fingerprinting

|

Browser

Fingerprinting
l Exists?

l

Reveng the J Use DC proxies with the
th al JS execution engine right headers + cookies + IP region

Resolved? I

Fix URL parameters, crawling pattern,

employ stateful navigation

Use JS execution engine such Evaluate headless browser with

'

Resolved?

custom stealth

as Pyminiracer, Js2py

l Fix TLS profile, header order etc

Resolved?

Resolved?

—

Try rotating residential IPs, static ISP

Deploy headless browsers + Patch stealth vulnerabilities,

custom browser profiles

increase entropy, Captcha solvers

IPs, Mobile IPs...

Resolved?

o

Use DC Proxies

Apply Website specific
crawl strategy

Use DC Proxies +
Custom TLS Profiles




l- Why Zyte API?

FP ID: 1fa9135c79421f40d9bd7aa50ad72d81ad2c3991e5a286Td85deb34a7aa43b66

Browser trash (2): 6447b820
trust score: 8% [ lies (4): 26e512ae
visits: 1

errors (@): none
first: 9/28/2022, 9:50:57 AM
alive: @ hrs

auto-delete in 29.99854922 days
shadow: 0 [§8{J

session (1): 4349d2ea
revisions (@): none
loose fp (@): b43cb599

bot: ©.25:bold-fraud:elc:00001001

idle min-max: @

rmance benchmark

add a signature Sign

Few Days Before Extract Summit

FP ID: ff92bfd36095d8af4lacc8elf36e86e6ca49f3084d6aab189906052737a391f9
Fiird =ty 7 bfcbe1f fasobscet 24260635 ) P

Browser

trust score: 75.5%
visits: 1

first: 9/29/2022, 7:40:12 AM
alive: 0 hrs

auto-delete in 29.99997858 d

shadow: @

https://abrahamjuliot.github.io/creepjs/

trash (0): none
lies (0): none
errors (0): none
session (1): ©2b2cbac
revisions (0): none
ays loose fp (0): ©2e416le

bot: ©.38:crafty-attacker:1pv:01001001
idle min-max: 0-0 hrs
performance benchmark: 752.00 ms

add a signature Sign

Today
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l- Why Zyte API?

DevOps/Infra Domain Knowledge Specialized

Technical Skills

= Proxy Management = Captcha Solver = Puppeteer
Or
= Browsers = Crawling Strategies Playwright
Or
= Lambda/Cloud Run = Website Specific Selenium
Knowledge
= Captcha Solver = TLS, TCP/IP

= Antiban Stealth
= Javascript Reverse
Engineering

zyte | »



l- Why Zyte API?

Website Navigation Patterns

Websites use extensive Javascript to employ navigation
patterns such as pagination, infinite scrolling, delayed
navigation, form submission etc

These are built with browsers in mind and hence require
complex request orchestration when using non-browser
HTTP clients

Handling these patterns require manipulation of headers,

cookies, URL parameters etc. which from experience is
fairly brittle and requires some amount of maintenance.




l- Why Zyte API?

Zyte API

Datacenter Proxies

Residential Proxies

Scrapy

Scraper

Browsers

Antiban Stealth

Scripting

Domain Knowledge
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I. Modes of Operation

Browserless Browserful

Low latency, high performance
lightweight client

Returns raw Html
Mimics TLS profile of browsers with
built-in passive client fingerprinting

evasions

Both datacenter and residential proxies
baked-in

Ideal for replicating XHR requests,
downloading binary content etc

Full-blown browsers with built-in
antiban stealth

Returns rendered Html and screenshots.

Support for page actions and scripting
functionality.

Built-in support for datacenter and
residential proxies

Ideal for stateful navigation scenarios

zyte | 15



Zyte Data API specification

Process a single URL, return the result

eyl /extract

Process a single URL, return the result. This endpoint blocks until the result is ready. It is intended for short-

running operations.

REQUEST BODY SCHEMA:  application/json

— url
required

i requestHeaders >

— httpRequestMethod

— httpRequestBody

— customHttpRequestHeaders >

string

An absolute URL to extract data from.

j questHeaders)

Subset of the request headers fields that are a part of section 5 of RFC
7231. This is an advanced feature that can impact anti-ban
performance, and hence must be tested before being used in
production. It is recommended to use the action functionality wherever
possible, since it helps to avoid the use of raw HTTP headers, which
could be quite error-prone.

String
Enum: | "GET" || "POST" | | "PUT" | [ "DELETE" | [ "OPTIONS" || "TRACE"
"PATCH"

The HTTP method to be used as part of the request
tring <byte>
Content to be sent to the server as part of the request. The data should

be baseb4-encoded. This cannot be used with browserHtml.

1y of objects (CustomHttpRequest

Any set of headers required for a specific use case. Headers provided as
part of this parameter override the default headers. This is an advanced
feature that can impact anti-ban performance and hence must be
tested before being used in production.

* This feature cannot be used with browserHtml, only with
httpResponseBody

Request samples

Content type

application/json

Example

Retrieve raw HTTP content from a webpage

"httpResponseBody" :

Response samples

200

Content type

application/json

"url": "https:

"httpResponseBody": "strin

- "httpResponseHeaders": |

1

"browserHtml": "<html>Downloaded data.

"screenshot": "string",
"echoData
"jobId

- "actions"

/html>",



https://docs.zyte.com/zyte-api/openapi.html




) Mark Twain v

ain Gettings started with Zy

You are about to make your first request

Choose how to make your request

Access through Interface

OR
Access through API
When authenticating, use the API key as the username and a blank password.
APl Key
b92d5fecd64245699fbbclac90le6fde [s] Generate New API Key

Here are some examples of making requests through Zyte, using various tools and languages:

CURL | PYTHON

thon 3 example using the re

rHtml": True

s the HTML of a

® Check out our documentation to learn how to effectively use Zyte API.

zyte | 18
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) Mark Twain v

Summa Request #123-123

Request Summary

QL 123123 Cost Breakdown
. https:// i o/smart-tv-Ig-ai-thing-65up7750psb-led-4k-65 [MCO18453147?... e @ @
RESPONSE E 200
$0.007827
Overview Input Output
Cost Per
Screenshot aw HTM 1 request -
mercado Q Outputs
libre -
Rendered HTML. $0.0058
) - . os hots $0.002
ubicacion Categoria: Oertas  Hist Super C Moda Vender Ayuda/PQR Creatucuenta Ingresa Mis compras g creenshof X

También puede interesarte: televisores Ig usados - televisor smart tv 50 pulgadas - televisores tcl - smart tv samsung - televisor - tv Ig 50 pulgadas B
@ Actions $0.000027

Volver al listado Electrénica, Audio y Video > Televisor C

} 210 vendidc Q Hasta 48 cuotas
Smart TV LG Al ThinQ VISAZ®
65UP7750PSB LED 4K 65" Ads informa

100V/240V - Ew
= wohkkwk (19 Cor poS y forma:

x
Te lo recomendamos porque tiene buen precio envio
porq 5 P 4 -~ MENDAD on Televisores Y
- [ M€ opiniones positivas
! $ 2.795.400 Vendido por DISTRIBUIDORA MUNDOTY

Mercadolider | 412 ventas

» P i
e "4“2’2‘““"-' - ¥
o P ‘ﬂ‘ u-&;"'/ z Lo que tienes que saber de este producto o
4 TR Stock disponible
+ Su resolucion es 4K

. Cantidad: 1 unidad [ nibl
« Tecnologia HDR para una calidad de imagen

mejorada

* Modo de sonido: Dolby Digital, Ultra Surround, Al
- Comprar ahor:

zyte | 19
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Request configuration

Zyte configures your request so you don't have to. You can configure these
parameters below and rerun the request.

® Region ®

0 Browser Rendering ©
@1 Scroll to bottom ®

@ Extraction ®

Data-type Product v

D Dev T ENTERPRISE




@ vorkwain v

t Summal Request #123-123

Request Summary

123123 Cost Breakdown
] NSE CODE 200
$0.007827
Overview Input Output
Cost Per
JESTTIME 2022-05-0112:08:08 1 request -
E ETIME (5) 20
200 Rendered HTML  $0.0058
EDIRECT UF i m.co/smart-tv-lg-ai-thing-65up7750psb-led-4k-65-10 ® Screenshots $0.002
: o mm
® Actions $0.000027
H Label L )

zyte | 2



Zyte API

Launching October 27th
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The browser designed for welb data extraction




& etc..

Puppeteer

Tools designhed for testing that we use in web extraction

Need to scale your Browser stealth can They don't appear Not well integrated
own infrastructure be fragile as human browsers into web extraction
tooling

There are plugins,
but they have gaps

zyte | 24



/yte AP| Page Actions

Integrated scriptable page interactions in a web data API

¢




/yte APl Page Actions

= Abstracts away Playwright, Puppeteer
and CDP

= Exposes low level actions such as click,
type etc that mimic human behaviour

= Exposes high level actions such
scrollBottom, searchKeyword

= Can only be executed on the page
context

= Proxies, ad blocking, retries,

= Website specific configs etc are all
take care of under the hood

Zyte API
Actions API

Playwright

click
type
hover Puppeteer
scrollTo
scrollBottom
waitForRequest
waitForResponse
searchKeyword

Chrome DevTools
Protocol




Actions Demo

POST ~  https://api.zyte.com/v1/extract
Params Authorization e Headers (8) Body e Pre-request Script Tests ® Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v
2 "url": "https://dribbble.com/tags/single_page_app",
n AL - =3
Url . 3 "browserHtm} : true,
4 screenshot": true,
. . 5 "screenshotOptions": {"fullPage": true},
n . "
https://dribbble.com/tags/single_page_app", 6 "actions® s [
7 {"action": "scrollBottom"}

"browserHtml": true, =
Body Cookies Headers (11) Test Results
"actions": [ e

@ Status: 200 OK Time: 19.04 s Size:

Pretty Raw Preview Visualize
{"action": "scrollBottom"}
o .
} Single Page App

== We help you manage

hegithy living o]
. - 9

https://www.postman.com/zyteapi/workspace/ zyte | 27



I. Scripting

Actions Scripting

[ — 1. Deploy script to Zyte API

“actions": [

lick",

“continue", 1~ class UltalLocation implements Interaction {
2 domains = ["ulta.con"];

args = ["zipcode"];

ss”,
+ "#onetrust-accept-btn-handler”

await page.waitForSelector("#onetrust-accept-btn-handler");
await page.click(cookie_sel);
await page.click(".ProductDetail__findInStore_ Button button");

“waitForTineout"

3
4
5+ async do(page: Page, zipcode: string) {
6
7
8

9 await page.waitForSelector("#searchField");
10 await page.waitForTimeout(50);

11 awalt page.type("#searchField", zipcode);
12 await page.keyboard.press("Enter");

13 await page.waitForSelector(".StoreList");
14

15 }

-ProductDetail__findInStore_Button button”

16
17 module.exports = UltaLocation;
18

itForselector”,
5

. ) 2. Invoke script through REST API

{ “url”: “http://www.ulta.com/store”,
"actions":[

“text!
"selector”
“type"
“value

{
"action":"setLocation
"address":{
"postalCode":"07040"
}
¥

e+ Searaise
}

zyte | 28



Zyte IDE

= |IDE & Browser Devlools Functionality
Baked In

= Runsin the browser,
no dependencies/installations

= Supports Typescript

» Proxies, ad-blocking, anti-fingerprinting
and other functionalities built-in

» Code executed in safe sandboxed
environment

= Rich standard library of actions such
as searchKeyword, setlL.ocation for
top ecommerce websites with more
to come

Allegro.

allegro=is

& AR i




-' Chrome File Edit View History Bookmarks Profiles Tab Window Help ( Thu Sep 29 8:42 AM

oo e Zyte APIspecit X | @ Zyte API|Post: X | @ Writingpre-rec X | @ Allproducts|t X | @ SinglePage Ar X | O 1984byGeora X | @ 61439040.pg X Extract2022 7 X JB bing.comts— X @ Howtorecord x | + v
< C @ smartbrowser-devtools-org-3.dev02-api.gcp.uncork.zyte.group h * & YV R 0O ‘ H
ZYTE SMART BROWSER DEVTOOLS TS bing.com.ts X
v INTERACTIONS src > Others > TS bing.com.ts > TypeScript > %3 BingInteraction > @ do
v Others 1 import { Baselnteraction, Page } from "smartbrowser-core-interactions/index.ts";
Others-amazon.com .
oth bil 3 interface Args {
thers-Ping.com 4 keyword: string;
Others-duckduckgo.com 5 ¥
Others-google.com 6
v SearchKeyword 7 export default class BingInteraction extends Baselnteraction { | |
SearchKeyword-amazon.com o denains 25[5bing, contl;
4 . ; 9 async do(page: Page, arc Args): Promise<void> {
SearchKeyword-bing.com 10 /llawait page. type("#sb_form_q", args.keyword);
SearchKeyword-google.com 11 //await page.click({type: "css", "value": "#search_icon"})
SearchKeyword-walmart.com 12 //await page.keyPress('Enter');
o Setlocation 13 ; await page.waitForNavigation();
SetLocation-walmart.com 15 }

v DEPLOY

Deploy your interactions to production

Deploy

v DOCUMENTATION

Show getting started doc

Ln10,Col11 Spaces:4 UTF-8 LF {3 TypeScript Layout:U.S. Deno1.25.4

o 1601 PikC Il @




@ Chrome File Edit View History

[ RN ) Zyte APIspecii X | @ Zyte API| Pos

Bookmarks

Profles Tab Window Help

x | @ writing pre-rec X | @ Allproducts | x | @ Single Page Ap X

(¢ & smartbrowser-devtools-org-3.dev02-api.gcp.uncork.zyte.group

ZYTE SMART BROWSER DEVTOOLS

\ INTERACTIONS

v Others
Others-amazon.com
Others-bing.com
Others-duckduckgo.com
Others-google.com

v SearchKeyword
SearchKeyword-amazon.com
SearchKeyword-bing.com
SearchKeyword-google.com
SearchKeyword-walmart.com

v SetLocation
SetLocation-walmart.com

\/ DEPLOY

Deploy your interactions to production

Deploy

v DOCUMENTATION

Show getting started doc

TS bing.com.ts

@ do

import { BaseInteraction, Page } from “smartbrowser-core-interactic=

src > Others > TS bing.com.ts > TypeScript > %3 Binginteraction

interface Args {
keyword: string;

1
2
3
4
-
6
7 export default class BingInteraction extends BaseInteraction {
8
9

domains = ["bing.com"];
async do(page: Page, args: Args): Promise<void> {
10 //await page.type("#sb_form_qg", args.keyword);
11 //await page.click({type: "css", "value": "#search_icon"})
12 //await page.keyPress('Enter');
13 await page.waitForNavigation();
14 }

s

g 1984 by Georc

Browser Tools

@ 61439040,jpc X Extract2022_7 X B SmartBrowser X
h * O

Smart Browser DevTools X

Request Details

& Microsoft Bing

Senado dos EUA aprova r

K -
\ y . "
\ \ I ~—
W\ A
z_'?\ |
LN 9
[R  FElements Network Performance  Application  Lighthouse
Styles
html lang="en" dir="ltr —_—
» <head>..</head Filter
wev<body> == $0
> <div id="ajaxStyles">.</div
»<div id="bnp.nid.63245" class data-viewname="BottomBanner_NoTit

le" data-vertical="serp" style="display: block;" data-bm="42">.</div
» <div class="hpapp">..</div
div class="hide" id="hpapp_id" data-priority="2"></div
»<script type="importmap” nonce="oD8mIWHdZpBBpWBSaBCpk1LeuvZOuf500u7
30iCHhC4=">.</script
»<script type="text/javascript
500w730iCHhC4=">..</script:
» <script type="text/javascript
500w730iCHhC4=">..</script:
»<div id="aRmsDefer">..</div
script data-rms="1" crossorigin: ' src rp/SFAZWGSc8f1Gn
KVIME@6-rxJ-sA.br.js" type="text/javascript></script
»<script type="text/javascript" data-rms="1">.</script
script type="text/javascript" data-rms="1" src="https://r.bing.co

nonce="0D8mIWHdZpBBpWBSaBCpklLeuvZou

nonce=""0D8mIWHAZpBBpWBSaBCpk1LeuvZou

m/rp/fI7TG-xk ErVntDIflhe3jCTZsw.br.js" crossorigin="anonymous
/script
html  body

Layout: U.S.

Computed

Thu Sep 29 8:43

& Howtorecord X | + v

vy * 0§ :

1]

Layout »
thov .cls + [€

tor or style

Deno 1254 (2



.’ Chrome File Edit View History Bookmarks Profiles Tab Window Help

1
P)
0
80

»  ThuSep29 8:43 AM

® © ®  zyteAPIspecii x | @ Zyte API|Post x | @ Writing pre-rec X | @ Allproducts|& x | @ SinglePage Ar X | J 1984byGeorc X | @ 61439040jpc X Extract2022_ 7 X B SmartBrowser X @ Howtorecord X | + v

€« C @& smartbrowser-devtools-org-3.dev02-api.gcp.uncork.zyte.group h * @ V¥V » 0O e :

ZYTE SMART BROWSER DEVTOOLS (3] TS bing.com.ts Smart Browser DevTools X [ag]
v INTERACTIONS src > Others > TS bing.com.ts > TypeScript > 42 BingInteraction > @ do Browser Tools Request Details
v Others 1 import { BaseInteraction, Page } from "smartbrowser-core-interactic 2
Others-amazon.com r . B Microsoft Bing
h . 3 interface Args {
Others-bing.com 4 keyword: string; i
Others-duckduckgo.com 5 ¥
Others-google.com 6
v SearchKeyword 7  export default class BingInteraction extends BaseInteraction { L
SearchKeyword-amazon.com 8 donains &;[Mbing:cont];
i ) 9 async do(page: Page, : Args): Promise<void> {

SearchKeyword-bing.com 10 //await page.type("#sb_form_q", args.keyword);
SearchKeyword-google.com 11 //await page.click({type: "css", "value": "#search_icon"})
SearchKeyword-walmart.com 12 //await page.keyPress('Enter’

+ Setlocation 13 \ await page.waitForNavigation();
1
SetLocation-walmart.com 15 }
v DEPLOY nado dos EUA aprova r

v

Deploy your interactions to production

Deploy

® Elements  Network  Performance  Application  Lighthouse o
® © V¥ Q (OPreservelog (J Disable cache = No throttling ¥ + ¥ <

() Hide data URLs (l] XHR JS CSS Img Media Font Doc WS Manifest Other

[0 Has blocked cookies [ Blocked Requests

S DoCUNETATION | 2000 ms 4000 ms 6000 ms 8000 ms 10000 ms 12000 ms 14000 ms 16000 ms 18000 ms
=

Name Status Type Initiator Size Time Waterfall i

__ BlueldentityDropdownRedir... 200 script 39kB 420 ms ]

_| HamburgerServicesHeaderF... 200 script 40kB 458 ms ]
Dropdown?n=1&IID=SERP5... 200 xhr 15kB 543 ms B
scfo?ver=31320772&IID=SE... 200 xhr 25kB 538ms [ ]

| Isp.aspx 204 xhr 117B 436 ms ]
9roWR2D5ePtJMzD9tbaESy... 200 png Other 35kB 323ms 1

| Isp.aspx 204 xhr 1178 465ms ]

__ Isp.aspx 204 xhr 117B  437ms

54 requests = 76.7 kB transferred = 235 kB resources

Layout: US. Deno1.254 [2

: @ NS IR 1G] B: @J\-@,’j\ﬁ} (]S | 32



zyte | 33
S



Zyte AP| Page Actions & Scripting

Get going instantly - no need for Save time with a rich library
installations or integrations of ready-made interactions
Stron.ger ban Fully scaled Exposed as an API

avoidance on demand

Coming in October

zyte | 34



Solving two scaling challenges to faster growth




A preview of Zyte roadmap

¢




Render

Download Crawls >

Q If | could just make site bans go away

zyte | 37




Render

Download

>

We’'re good, but my CEO always
wants us to scale faster

zyte | 38




I. Two types of site, two types of challenge

—— e —

High volume sites Long tail sites

Millions of requests Hundreds or thousands of sites
= Must be fast = Must have simple set-up
= Must be cheap per request and maintenance
zyte | 39



High volume sites :
Mmaintained, off-the-shelf spiders

. . . . Shlpmentlmkcom
Spiders cregted and malntalned by oo st enFindchips com .
our professional services team Fazendagoc%Target com Alcampo eS e
Ssense.com ,

epop com Zillow.com Glassdoor.comlmdb.com

|mdb COmA Owes ComBooklng;_o_m

. Es.com omSainsburys.co. uk Tuggodreads ComAnl COm au Lk

Exposed via the Zyte API to be ﬁ‘o‘iie‘;i%EiH O d e 0 COoOMm.ze
called on demand Tgsgpdgeongzmow Com'“”“’mE Om‘*adv'”r%?o@lom

I?:;\dgt)cg% [3 ng.comQverstock.com S

"AppLE.comasse com
We can offer you our economies A“eéﬁii?ni%”nl Walla POP Com
Redd|t com”
of scale
zyte | 4o



Long tail sites:
powered by machine learning

Zyte's patented AutoExtract
technologies integrated with
Zyte API

Power Bank - Portable Charger-Worx-
Swissten

SKU: 22013950 ‘

sku: 1.00 (+0.65) 0 Q @

kapaclty: 5000 mAH

ML models for all the major
web-based data types - products,
jobs, articles etc

Instant data with zero set-up
or maintenance ... 8@ !



Integrated Extract & Crawl

with maintained spiders and ML

On-demand No need for a Option to

fallback for contract, no expand team Great option

Sour e minimum S
monthly usage exten . © prototyping
break recovery more sites

Coming next year

zyte | «



.

Solving the most painful site ban problem

The browser designed for web data extraction

Solving two scaling challenges to faster growth

Coming October 27th
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Thank you
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